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Executive Summary

The GitHub Integration component of the CROSSMINER platform provides the developers of open
source GitHub projects the ability to be analysed by a CROSSMINER server in an easy way. The
component is developed in T7.6 (GitHub integration) of work package WP7 (Advanced Integrated
Development Environments). The component consists of two parts, which, relying on the CROSS-
MINER server features, enable the developers of open source projects on the GitHub platform to
have their projects analyzed by a deployed CROSSMINER server. The first part is a GitHub App,
the second is a server handling the GitHub events and performing actions.

This document presents deliverable D7.8 (GitHub Integration) and describes how the GitHub App
server works, and how the App can be used.

28 June 2019 Version 1.0 Page 1
Confidentiality: Public Distribution



Vi
D7.8 GitHub Integration CRO\S/SMlN:R

1 Introduction

The goal of the CROSSMINER platform is to provide the software developers with relevant infor-
mation that is useful in the development process. One of the main sources of these information are
the open source projects. The more projects are analyzed the more accurate data can be extracted and
synthetized. Thus, it is important to include more and more open source projects in the analysis.

On the other hand, such an analysis may provide visibility. The CROSSMINER platform can recom-
mend e.g. the use of analyzed project, and can offer patterns how to use it. These may improve the
usability and popularity of the project.

The GitHub Integration Services component of the CROSSMINER platform enables GitHub users
to easily utilize the CROSSMINER platform. By installing the CROSSMINER GitHub App for their
GitHub project, the project will be included in the set of analyzed projects of the given CROSS-
MINER server.

Figure [I| shows how the GitHub Integration Services are connected to the CROSSMINER platform.
It is connected to the Logic Layer (the CROSSMINER server) through the common CROSSMINER
Remote API. The implementation of the GitHub Integration Services are described in Section 2]
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Figure 1: Location of the GitHub Integration Services in the CROSSMINER platform

Page 2 Version 1.0 28 June 2019
Confidentiality: Public Distribution



CRCgé\SMIN_R
o D7.8 GitHub Integration

2 Technical documentation

In this chapter we present how the CROSSMINER platform was integrated with the GitHub platform.

2.1 Overview

The main components of the integration are shown on Figure [2l Physically, there are two servers
(blue boxes in the figure): a GitHub server and a CROSSMINER server. GitHub server hosts the git
repo of open source projects, e.g. “MyRepo”, and provides GitHub API to access different events of
the GitHub repo. We register a CROSSMINER GitHub App on the GitHub server that points to the
CROSSMINER GitHub Integration Server as the handler of the registered events. The app requires
access to the GitHub API installation and push events (will be granted when the app is installed for
a GitHub repository).

CROSSMINER
GitHub

CROSSM’NER ’ntegrahor(]IROSSMlNER ARl

GitHub App “"i"  Server

Figure 2: Components of the GitHub Integration Services in the CROSSMINER platform

After the CROSSMINER GitHub App 1is installed for a repository, it will notify the CROSSMINER
GitHub Integration Server on all push events. In the case of such an event, the CROSSMINER GitHub
Integration Server will check whether a SCAVA.URL file is added to the repository (in the root
directory). If it is added, its single line content will be treated as a CROSSMINER API server URL,
and the GitHub project will be added to the list of observed repositories of the given CROSSMINER
server (by calling the corresponding CROSSMINER API endpoint).

The CROSSMINER server will then manage the daily analysis of the repository. It will checkout the

head of the given repository, run the corresponding analyzers, and upload the extracted information
to the CROSSMINER Knowledge Base.

28 June 2019 Version 1.0 Page 3
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2.2 Implementation

A GitHub App consists of a server functioning as a webhook for the GitHub REST API calls, and an
“App” registered on GitHub.

The CROSSMINER GitHub Integration Server is implemented with Java Spring technology, and
provides handlers for GitHub REST API installation and push events. It stores no information,
simply reacts on GitHub API push events and calls the corresponding CROSSMINER REST API
endpoint if necessary.

The “App” can be configured on the GitHub site, it needs the address of the running CROSSMINER
GitHub Integration Server, and access to the installation and push events of the GitHub REST API.

Page 4 Version 1.0 28 June 2019
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3 Install the App

To install the CROSSMINER GitHub App, one should go to the app’s pageﬂ on github.com,
and press the Install button (see Figure [3). Then, the developer must select the repos they want
the CROSSMINER GitHub App to be installed for. By pressing the Install button, the developers’
repositories will be registered by the App and its app server will receive the corresponding GitHub
events. On push events, the app server will check for the SCAVA.URL file and vill register the
project on the given CROSSMINER server.

©) GitHub Apps - crossmine: X +

@ N | ©© @ GitHub, Inc. (US) | fittps://github.com/zpps/crossminer e @ 7y Pl R Kereses | 'S R R ~| =
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(3 Reportabuse
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Figure 3: GitHub Integration Services install steps — App install page

'Note, that the address https://github.com/apps/crossminer is currently a “fake” address used for test-
ing during the development. As GitHub apps require a fixed webhook server that handles GitHub API events, the final
App can be registered on GitHub after the CROSSMINER platform is integrated and a central server is set up to host the
webhook server.

28 June 2019 Version 1.0 Page 5
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Figure 4: GitHub Integration Services install steps — Repo selection and permissions
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4 Requirements coverage

In this deliverable, the GitHub Integration Services was prepared. In the following we show how the
use case requirements related to the GitHub Integration Services and defined in the Project Require-
ments document (deliverable D1.1) are covered by the implementation. Note, that these requirements
cover features that are utilized by the GitHub Integration, but were implemented in other workpack-
ages (WP2, WP3, and WP4).

In the last column of the tables an empty circle (O) denotes that the requirement is minimally (or
not) covered, a half-filled circle (©) denotes that it is partially covered, and a filled circle (@) denotes
that it is mostly (or fully) covered. Requirements marked with a cross (x) became invalid for some
reasons during the development.

U184 | Parsers use data dumps for all data sources SHALL | @
U185 | Communication channel parsers use mboxes SHALL | @
U186 | Code parsers use git clones SHALL | @
U187 | Bugzilla parsers use data dumps SHALL | @
U188 | Documentation parsers use data dumps SHALL | @
U189 | Able to analyse Docker files in GitHub repositories SHALL | @
U190 | Able to capture third-party API changes within 48 hours from time | SHOULD | @
change is committed to the GitHub repo
28 June 2019 Version 1.0 Page 7
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